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Software Supply Chain

Source: https://github.com/cncf/tag-security/blob/main/supply-chain-security/supply-chain-security-paper/CNCF_SSCP_v1.pdf 

https://github.com/cncf/tag-security/blob/main/supply-chain-security/supply-chain-security-paper/CNCF_SSCP_v1.pdf


Supply chain attacks are becoming more common

Source: https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-and-demand 

https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-and-demand


Threats all over the place

Source: https://slsa.dev/spec/v1.0/threats-overview  

https://slsa.dev/spec/v1.0/threats-overview


Threats #2

Source: https://slsa.dev/spec/v1.0/threats-overview  
…

https://slsa.dev/spec/v1.0/threats-overview


Software Bill of Materials
SBOM can help us understand what goes into an artifact



What’s an SBOM?



Supply-chain Levels for 
Software Artifacts

SLSA is a framework for software supply chain security

SLSA is not just about providing this metadata, it’s also 
about treating your build system as a production system

SLSA helps to trace an artifact back to it’s source



SLSA v1.0 - Build Track

Source: https://slsa.dev/spec/v1.0/threats-overview  

https://slsa.dev/spec/v1.0/threats-overview


SLSA Security Levels (for Build track)



Provenance according to Google search:

the place of origin or earliest known history of something

SLSA provenance (according to SLSA.dev):

verifiable information about software artifacts describing where, when and 
how something was produced

SLSA Provenance



SLSA Provenance

Source: 
https://slsa.dev/spec/v1.0/provenance 

https://slsa.dev/spec/v1.0/provenance


How many here generate SBOMs?



How many here generate SLSA provenance?



Source: https://www.sonatype.com/state-of-the-software-supply-chain/software-supply-chain-maturity 

https://www.sonatype.com/state-of-the-software-supply-chain/software-supply-chain-maturity


Sigstore

Source: https://www.sigstore.dev/how-it-works 

The Sigstore framework and tooling empowers software 
developers and consumers to securely sign and verify 
software artifacts

The project is backed by the Open Source Security 
Foundation (OpenSSF) under the Linux Foundation

Main components:
- cosign CLI
- Rekor transparency log
- Fulcio code signing Certificate 

Authority.

https://www.sigstore.dev/how-it-works


Let’s build!



Pipeline Overview



Inside the Registry



Pipeline - Build and Push



Pipeline - Sign Image



Pipeline - Attach SBOM



Pipeline - Generate & Attach SLSA Provenance



Open-source vs Private
Achieving SLSA (even Level 3) is fairly easy today for open-source projects, if you use the public sigstore 
instance and GitHub.

For private/proprietary projects, it’s hard as you have to setup a code signing infrastructure. (also, how 
will consumers access it for verification?)



Signing



Sigstore

Source: https://www.sigstore.dev/how-it-works 

https://www.sigstore.dev/how-it-works


Verifications

● Image Signature
● SBOM
● SLSA Provenance



Verifying



Verifying the Image with
Nerdctl / Finch

finch run -it \
--verify=cosign \
--cosign-certificate-identity=https://github.com/chainguard-images/images/.github/workflows/release.yaml@refs/heads/main \ 
--cosign-certificate-oidc-issuer=https://token.actions.githubusercontent.com \
cgr.dev/chainguard/busybox /bin/sh



Verifying and downloading 
the SBOM (+grype)





Verifying SLSA provenance







There is also an official 
slsa-verifier



Kyverno / Policy Controller



Isn’t there an easier way?



GOOD NEWS!

Platforms and open-source 
ecosystems are coming up with 

native integrations

GitHub

npm



I created this metadata, 
now what?





Check it out: https://github.com/guacsec/guac 

https://github.com/guacsec/guac




Further reading

What is in-toto and how it relates to SLSA? 
https://slsa.dev/blog/2023/05/in-toto-and-slsa

OpenPubKey vs sigstore (note: by sigstore 
maintainer): 
https://blog.sigstore.dev/openpubkey-and-sigstore/ 

OpenVEX (& VEX in general):
https://github.com/openvex 

Homebrew core going for SLSA Build level 2:
https://blog.trailofbits.com/2023/11/06/adding-build
-provenance-to-homebrew/ 

CRI-O support for verifying image signatures: 
https://kubernetes.io/blog/2023/06/29/container-im
age-signature-verification/ 

OpenSSF blog/github etc.
https://openssf.org/blog/ 

https://slsa.dev/blog/2023/05/in-toto-and-slsa
https://blog.sigstore.dev/openpubkey-and-sigstore/
https://github.com/openvex
https://blog.trailofbits.com/2023/11/06/adding-build-provenance-to-homebrew/
https://blog.trailofbits.com/2023/11/06/adding-build-provenance-to-homebrew/
https://kubernetes.io/blog/2023/06/29/container-image-signature-verification/
https://kubernetes.io/blog/2023/06/29/container-image-signature-verification/
https://openssf.org/blog/

